NHOOPMAINMUOHHAS ITAMATKA
JJIs1 OBYUYAIOIUXCA AJIS PASMEIEHUA
HA O®OUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM T0JIOM MOJIOJIC)KA B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIIKOJLHUKH OJTHU W3
CaMbIX AaKTHBHBIX ITOJb30BaTenel Pynera. Mexay TeM, NOMHUMO OTPOMHOIO KOJHYECTBA
BO3MOXHOCTEH, UHTEPHET HECeT U MpoOjemMbl. DTa maMsATKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

KomnbiotepHbie BUpPYyChI

KomnproTepHsIil BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPamMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOHl SIBJIIETCSI CIIOCOOHOCTH K PAa3sMHOXKEHHIO. B nononHeHune k 3ToMmy,
BHUPYCHI MOT'YT MOBPEIUTH WU MOJTHOCTHIO YHUUTOXKUTH BCe (Daliiibl U JaHHBIE, TOJIKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObUIA 3allylleHa 3apa)KeHHAs IPOrpaMMa, a TaKkKe MOBPEIUTh
WM JJa)Ke YHUUYTOKUTh ONEPAIMOHHYIO CUCTEMY CO BceMH (paiimamu B 1eiaoM. B GonblinHCTBE
CIIy4aeB pacHpOCTPAHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTOIlbl 3alMTBI OT BPECAOHOCHBIX ITPOrpamMm:

1. Ucnionb3yil coBpeMeHHbIE OTIEPAIIUOHHbIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHB 3aAIIUTHI OT
BpPEOHOCHBIX IPOTPAMM;

2. TloctossHHO ycTaHaBiauBaiW madtH (UUQPPOBBIE 3alUIaTKH, KOTOPhIE aABTOMATHYECKU
YCTaHABIUBAIOTCS C LIETBIO JOPAOOTKHU MPOrPaMMBbI) U APYrre 0OHOBIEHHS CBOEH ONEpalMOHHOM
cucteMbl. CkaunBaili UX TOJIBKO ¢ odurmanpHOro caita paspadotunka OC. Ecnu cymecTByer
PEXHUM aBTOMATHYECKOTO OOHOBJICHHUSI, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMITIBIOTEPE IO IIpaBaMU I10JIb30BATCIIA, 4 HE aAMHUHUCTPATOPA. 910 HE
II03BOJIUT 6OJ'II)I_HI/IHCTBy BPCAOHOCHBIX IIpOoTrpaMM HHCTAJIJIMPOBATBCA Ha TBOEM IICPCOHAIIBHOM
KOMIIBIOTEPE,

4. Vcnonw3yil aHTUBHPYCHBIE MPOTPaAaMMHBIE MPOIYKTHl HU3BECTHBIX IPOU3BOAUTENCH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyp GU3NYECKUIA JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Vcnonp3yili BHEUIHUE HOCHUTENW HHQPOpMAIMM, Takue Kak duienika, TuUcK wid daiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NICTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (Dailiibl, MOTyUYE€HHbIE U3 HEHAAEKHBIX UCTOYHHUKOB. [laxke Te
(ailnpl, KOTOpPBIE MpHCIIaT TBOM 3HAKOMBIN. Jlydllle yTouHU Y HEro, OTHPAaBJIsUI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 910 He BHJ epeaun JaHHbIX, HE TEXHOJIOTHs, a BCEro JHIIb Open, mapka. Eme B 1991
roly HHJEpJaHJCKas KommaHus 3apeructpuposana Opena "WECA", uro o603Hadano
cnoBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs Kak "0ecrpoBoiHasi TOYHOCTD".



Jlo Hariero BpeMeHU JOlLIa apyras abOpeBHaTypa, KoTopasl SBJSETCS TaKOW jK€ TeXHOJOTHEH.
Oro abbopesuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTAaHJAPT BBICHICH
3ByKkoBo# TexHuKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BBHICOKAst TOYHOCTH'.

Ha, OecnnaTHBId HMHTEPHET-IOCTYNl B Kade, OTEeNIX W adporoprax SBISETCS OTIMIHOU
BO3MO’KHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE 3KCIIepThl CYMTAIOT, YTO 00MIeaocTynHbie Wi-Fi
CETU HE ABIIIIOTCA 0€30MaCHBbIMU.

CoBeTbl 110 6€30MACHOCTH PadoThHI B 001ET0CTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto muunHyro nHGOpMaIuio yepes odmienocrynasie Wi-Fi ceru. Paborast B HUX,
JKCJIATCIIbHO HEC BBOAUTD MAPOJIA JOCTYIIA, JIOTMHBI U KAKUC-TO HOMEPA,

2. Hcnonp3yil u OOHOBISIM aHTHUBUPYCHBIE NporpamMMmbl M OpaHamayep. Tem caMbIM Tbl
obe3omnacuirb ceds OT 3aKauKH BUPYCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmroun ¢pynkuuro "OO6muit goctyn k daimam v nmpuHTEpam'.
JanHast GyHKITUS 3aKphITa IO YMOJTYAHUI0, OJTHAKO HEKOTOPBIE TOJIb30BATEIM aKTUBUPYIOT €€ JIJIs
yA00CTBa UCTIOIB30BaHUS B paboTe WK yueoe;

4. He ucnone3yit myonuuasii WI-FI s nepenaun nmuuHbIX JaHHBIX, HAIpUMeEp AJIS BbIXO/a B
COLIMAJIBHBIE CETH MJIU B DJIEKTPOHHYIO TIOYTY;

5. Ucnonp3yit Toapko 3amtuiieHHoe coeaunenue uepe3 HTTPS, a ue HTTP, 1.e. mpu nabope Be6-
aapeca BBoAu uMeHHO "https://";

6. B moOunsHOM Tenedone oTkimoun Gynknuio "Ilogkmouenune k Wi-Fi aBromarnuecku". He
JOTyCKail aBTOMaTHYECKOTO TOAKITIOYCHHS YCTPOocTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConuajnHble CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIlly KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MUUTHAp] 4YEJIOBEK, YTO SIBISETCS OIHOMN
CelIbMOM BCeX KHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMU B COI[MANIBHBIX CETAX, MOXKET ObITh HaliJleHa U KCIOJIb30BaHa KEM YroJIHO, B
TOM YHCJIE HE 0053aTeIbHO ¢ OJaruMyU HaMEpPEeHUSAMHU.

OcHoBHBIE COBETHI 10 0€30MACHOCTH B COIMAJIbHBIX CETHX:

1. Orpanunub cnucok apy3zei. Y TeOs B Ipy3bsX HE JOJDKHO OBITh CIy4ailHBIX M HE3HAKOMBIX
JIIOEH

2. 33H.[HH.IEII>1 CBOIO YaCTHYHO JKU3Hb. He YKaSBIBaﬁ 11apoJiu, TeJ'Ie(bOHH, aapeca, aary TBOCIO
POXKACHUA U APYTI'YIO JIMYHYIO I/IH(1)OpMaI_II/IIO. 3J'IOYMLIH.IJ'I€HHI/IKI/I MOT'YyT HCIIOJIB30BATb HaKC
I/IH(bOpMaI_[I/IIO 0 TOM, KaK Tbl U TBOU POAUTCIIU IIJIAHUPYCTE ITPOBECTU KAHUKYIIBI;

3. 3au11/1ma171 CBOIO penyTalUIo - ACPKU €€ B YUCTOTC U 3aJ1aBai cebe BOIIPOC: XOTECJI OBI ThbI, YTOOBI
Apyrue€ 1moJib30BaTejin BUIACIHA, UYTO TbI 3arpy>1<aemb? HOHW&ﬁ, npexac 4YeM 4YTO-TO
OHY6J'II/IKOBaTB, HaIucaTb U 3arpy3uTh,

4. Ecnu ThI rosopuiib C JOAbMH, KOTOPBIX HC 3HACIIb, HC HCHOJ’IB?»Yﬁ CBOC pCaJIbHOC MMA U
APYTYIO JIMYHYIO I/IH(I)OpMaI_II/II/II HUMs1, MECTO KHUTCJIILCTBA, MCCTO y‘{e6LI H 1Ipouce;

5. U3beraii pasmemienust gotorpaduii B MHTepHeTe, rae Thl M300pa)keH Ha MECTHOCTH, MO
KOTOPOU MOYHO OIPEAEIUTE TBOE MECTOIIOJIOKECHHUE;



6. Ilpu perucrpanmuu B COIMAIBHON CETH HEOOXOJUMO WCIOJIB30BaTh CIOKHBIC MapOJIH,
cocTosiue U3 OyKB ¥ MUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. 11t conmanbHOM CeTH, OYTHI U IPYTUX CAMTOB HEOOXOAWMO MCIOJIb30BATh Pa3HbIE MAPOJIH.
Torna eciu Te0s B31IOMAIOT, TO 3I0YMBIIIJICHHUKH ITOJTy4aT JOCTYH TOJBKO K OTHOMY MECTY, a HE
BO BCE Cpasy.

DJIeKTPOHHbBIE IEeHbTH

DJNEeKTPOHHBIE JIEHBIH - 3TO OYEHb yMOOHBIA cHoco0 IuUIaTeXed, OJHAKO CYHIECTBYIOT
MOUICHHWKH, KOTOPBIC XOTAT HOJIYYUTH 3TU ACHBIU.

SHGKTpOHHI)IG JCHbI'n MOSABUINCH COBCEM HCIAaBHO M MMCHHO H3-3a 3TOI'0O BO MHOT'HX
rocyaapCrBax 40 CHUX IIOpP HE HNPOIMHMCAHO IPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX yX€ IMPOIMUCAHO B 3aKOHE, TJ€ UX Pa3AeisatoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. PasHuIa B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOpBIX pa3pemiaercs MpOBOJAUTh oOmepauuu 0e3 HUACHTU(UKALUM TOJb30BaTeNsd, a B
HEAaHOHMMHBIX UACHTHU(UKALIVS MOIb30BATENs ABISIETCS 00s13aTENbHOM.

Taxxe crnemyer paznuyarh 3JIEKTPOHHbIE (UATHBIE NIEHBI'M (PaBHbBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHoBHBIE COBETHI 10 0e301aCHOM padoTe ¢ 3IeKTPOHHbIMH ICHbIAMM:

1. IlpuBsku K cyeTy MOOWIBHBIM TenedoH. DTO caMmblii yJOOHBIM M OBICTPBHINA C€rOCOO
BOCCTaHOBHUTH JIOCTYN K cuery. llpuBsi3aHHBIM TenedoH TOMOXKET, eclii 3al0ynaenib CBOU
IJIATEeKHBIN MapoJib WK 3aieIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonp3yit ogHOpa3zoBbie aposu. [locie nmepexoaa Ha YCHIICHHYIO aBTOPH3AIIMIO TeOe yKe He
OyZeT yrposkaTh OMaCHOCTb KPaXKu HIIM IIepexBaTa IJIaTeKHOTO MapoJis;

3. BwiGepu cnoxublii maposb. [IpecTynmHukaM OyaeT HE TMPOCTO Yraaarh CIOXKHBIA IapoJib.
Hagnexxnble maponu - 3TO mapojiu, KOTOpble cofepaT He MeHee § 3HaKOB M BKIIIOUYAIOT B ce0s
CTpOYHbIE U MPOTUCHBIE OYKBBI, HU(PHI K HECKOJIBKO CUMBOJIOB, TAKKE KaK 3HAK Jojuiapa, QyHTa,
BOCKJIMIATENIbHBIN 3HaK | T.1. Hanmpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJAHHBIE HA CalTaX, KOTOPHIM HE JI0BEpPSCILb.
DJIEKTPOHHAA MOYTA

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH M0 MEePechUIKe U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUH, KOTOpPbIE pacHpelesioTcs B KOMIBIOTEPHOH CETH.
OOBIYHO ANEKTPOHHBIN IMOYTOBBIHI SIIITUAK BBITJISIIUT CJIEIYIOIUM o0pazom:
UMs_TIONIb30BaTENSI(@UMs_TOMEeHa. Takke KpoMme TMepeiadyd MPOCTOro TEeKCTa, HMeeTcs
BO3MOJKHOCTB TIepe/iaBaTh (aiibl.

OcHOBHBIE COBETHI IO O€30MacHOM paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh NpaBUJIBbHBIA IMOYTOBBIN cepBUC. B HMHTEpHETE ecTb OrpoMHBINH BBIOOP
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAEHIb U KTO NEPBBINA B
pEUTHUHrE;

2. He ykaspiBail B nuyHOW mouTe nUYHYyO uHGpopMmanuioo. Hampumep, nydme BbpIOpaTh
"My3bIKaIbHbIN_(haHaT@" unu "pok2013" BMecTo "Temal3";



3. Mcnonp3yil IByX3TalHyI aBTOPU3ALMIO. DTO KOrja IMOMHUMO IapoJis HYXHO BBOJIUTH KO,
npucbUIaeMbii o SMS;

4. BeiOepu CHOXKHBIA Tapob. sl KaKI0TO MOYTOBOTO SIIIUKA JTOJKEH OBITh CBOM HA/ICKHBIMU,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXKHOCTH HAIMCaThb CAMOMY CBOM JIMYHBIM BOINPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcrosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhIif [UIsl YaCTHOW MEPENUCKU C aapecaTamy,
KOTOPBIM Thl JI0BEpsICIlIb. DTO 3JIEKTPOHHBIN a/ipec HE HAJ0 UCIOJIb30BaTh IPU PETUCTPALIUU Ha
dbopymax u caiitax;

7. He oTkphIBaii ¢ailsibl U Apyrue BI0KEHUs B TUCbMaX, Ja’Ke €CIM OHU MPUIILIN OT TBOUX APY3€i.
Jlydire yTO4HM y HUX, OTIPABJISIN JIU OHU TeOe 3TH (paiiibl;

8. Tlocre oxoHuaHHsI pabOTHI HAa TIOYTOBOM CEPBHCE MEpeNa 3aKPHITHEM BKJIAJIKA C CATOM He
3a0ynp HaxaTh Ha "Beridtu".

Ku0epOy/uIMHT WK BUPTyaJibHOE U3/1€BaTEeILCTBO

KubepOynnuHr - npecieaoBaHue COOOIIEHUIMHU, COJEPKAIUMU 0CKOPOICHUS, arPeCCHIO,
3aIyruBaHueC; XYJIMTaHCTBO, COIIMAJIbBHOC 60ﬁKOTHpOBaHHe C IOMOIIBIO pa3JINYHBIX MHTCPHET-
CEpBHUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KHOEpOyNJIMHIOM:

1. He Opocaiics B 60ii. JIydmmuii crioco0: mocoBETOBATHCS Kak ce0s1 BECTH U, €CJTU HET TOTO, K KOMY
MO>KHO OOpaTUThCS, TO BHAYaJe YCIOKOUTHCS. ECIM ThI HAYHEIIh OTBEYATh OCKOPOJICHUSIMU Ha
OCKOPOJIEHUS, TO TOJBKO €I11e 00JIbIIEe Pa30kIKeIlb KOH(IUKT;

2. YrpaBiisiii cBoei KuOeppenyTaimei;

3. AHOHMMHOCTbL B CETHM MHHMaAs. CYH_[eCTBy}OT CIIOCOOBI BBIICHUTB, KTO CTOUT 3a aHOHHMHBIM
AKKayYHTOM;

4. He cTouT BecTH XyJIMraHCKHN oOpa3 BUPTyalbHOH >ku3HU. HTepHET (uKCHpyeT BCEe TBOU
NEUCTBUS U COXpaHsSeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. CoOnroaii CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyil eauHuuHblii HeraTuB. OJHOpa30BbIE OCKOPOUTENbHBIE COOOIICHHS JIy4llle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliacTcsi Ha Ha4albHOW CTaaNu;

7. ban arpeccopa. B [mporpammax oOMeHa MIHOBEHHBLIMH COO6H_ICHI/IHMI/I, B COIMAJIBHBIX CCTAX
€CTb BO3BMOXHOCTbB 6J'IOKI/Ip0BKI/I OTIIpaBKHU COO6H.[CHPII>1 C OIIpCACIICHHBIX aIpCCOB;

8. Ecnu 1o cBuzeTens kubepOyivHra. TBou NecTBUA: BBICTYNHMTH NMPOTUB IpecieoBaTes,
II0Ka3aTh €My, UTO €ro JEeHCTBUS OLIEHUBAIOTCS HETAaTUBHO, NIOIIEPKATh KEPTBY, KOTOPOU HYXHa
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpeCCUBHOTO MOBEJICHHS B CETH.

MoOnbHbIi TesaedoH

COBpeMeHHHC CMaqu)OHBI U TUIAHIICTBI COACPIKAT B ceOe BIIOJTHE B3p00J’ILIfI (I)YHKI_II/IOHEUI,
H TEHCpb OHU MOT'YT KOHKYPUPOBATH CO CTAIHMOHAPHBIMU KOMIIBIOTCpAMHU. OIIHaKO, CpcAcCTB
3alllUThI AJIA HO,Z[O6HBIX yCTpOfICTB IIOKa O4YCHb MaJio. TCCTI/IpOBaHI/IC H IOUCK y513BI/IMOCTeI‘/’I B HUX
MNPOUCXOAUT HC TaK MHTCHCUBHO, KaK IS HK, TO K€ CaMO€ KacaeTcs U MOOMIbHBIX HpHJ’IO)KGHPIfI.



CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPaKTUYeCKU JOTHAJIH HACTOJbHbIC aHAJIOTH,
OJIHAKO pacumpeHue (YHKIMOHANa BIe4eT 3a CO000 OOMBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIIUIICHHOCTb.

Jlaneko He BCe MPOU3BOJAMTENN BBIITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YS3BUMOCTH JJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIsl 0€30MACHOCTH MOOHJILHOTIO TeJ'Ie(i)OHa:

Hugero He sBIiseTcs: mo-HacTosmeMy OecriaTHbIM. Byab OCTOpOeH, Beab Korjaa tede
npeiaraT OecIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TIATHBIC YCIYTH;

JHymaii, npexe ueM otipaBuTh SMS, ¢poto unu Buaeo. Tol TOUHO 3HAEIb, IJie OHU OYAYT
B KOHEYHOM HUTOre?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JUIsl MOOMJIBHBIX TeNe()OHOB;

He 3arpy>1<a171 IMPUIIOKCHUA OT HCU3BECTHOI'O MCTOYHHMKA, BEAb OHH MOI'YT COACPKATH
BPCAOHOCHOC IMPOrpaMMHOC O6CCHC‘ICHI/IG;

[Tocne Toro Kak ThI BBIWJCIIH C caifTa, TI€ BBOIWI JIMYHYIO WHGOpMAIUIO, 3aliIud B
HacTpoiiku Opay3epa u yaanu cookies;

[Iepunoanuecku npoBepsid, KaKue IUIAaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOf HOMEp MOOMJILHOTO TeeOHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIH U KOMY
JOBEPSCIID;

Bluetooth momkeH ObITH BBIKITIOYEH, KOTJAa Thl UM HE TOJIb3yembes. He 3a0piBait mHOT 1A
MIPOBEPSATH ATO.

Online urpwol

COBpeMeHHHe OHHaﬁH'HFpBI - OTO KpaCOYHBIC, 3axXBaThIBAIOIIWEC PA3BJICUCHU,
O6’B€I[I/IH5[IOH_II/IC COTHH ThICAY YCJIOBCK II0 BCEMY MHUDPY. I/IFpOKI/I HUCCIICAYIOT I[aHHBIfI UM MHUD,
O6H_[aIOTC${ APYyr € ApYrom, BBIIMIOJHAOT 3aaHUsA, CPAXKAIOTCA C MOHCTPAMU U ITOJIYYarOT OIIBIT. 3a
YAOBOJIbCTBUC OHU ILIATAT: IIOKYIIAKOT AUCK, OIIAYHUBAIOT a0OHEMEHT WJIH an/I06peTa}0T KaKHue-
TO OIILHH.

Bce »tu cpenctBa uayr Ha TOJAEpKaHME U pa3BUTHE WIPhl, a TaKKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPHU3AIlMH, BBIMMYCKAIOTCS HOBBIE MaT4H
(urdpoBkIe 3amIaTKy Ui TPOrpaMM), 3aKpPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX Urpax CToOUT OImacarbCi HC CTOJIbKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO MapoOJisl, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3aAlIUN OOJIBIIIMHCTBA urp.

OcHOBHbBIE COBEThHI 10 0€30IIACHOCTH TBOEI0 HI'POBOIo aKKayHTa:

1. Ecnu npyroit urpok BezieT ceds MIOX0 WM co3AaeT Tede HEeMPHUATHOCTH, 3a0J0KUpYH ero B
CIIMCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHUCTpATOpAaM HUI'Pbl HaA IIJIOXOC MNOBCACHUC 3TOr0O HUI'pOKaA, KEJIATCIBHO
MPUIIOKUTHL KAKHUEC-TO NOKA3aTCIILCTBA B BUIC CKPHUHOB;

3. He ykaspiBaii TMuHYI0 HHPOpPMALUIO B TIpodaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UIPE;
5. He ycranaBnuBaii HeopUITUATBHBIE TATYU H MOJIBI;
6. croib3yil ClI0>KHbBIE U pa3HbIE 11apOJIN;

7. Jaxxe BO BpeMs UIPbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. 110ka ThI Urpaeb, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

OUINNHT W Kpazka JUYHbIX JaHHBbIX

OOBIYHOM KpaXKel JCHET U JOKYMEHTOB CETOIHSI YK€ HUKOTO HE yIUBHUIITh, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHIA 3JIOYMBIIIICHHUKA IEPEMECTUINCh B HHTEPHET, W IPOJOJDKAIOT
3aHUMAaThCS ""MIOOMMBIM" JIEJIOM.

Tak mosiBusIack HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAs IIEJb
KOTOPOTO COCTOMT B MOJIyY€HUU KOH(QUIACHIMATIbHBIX IAHHBIX I0JI30BATEECH - JIOTUHOB U
naposeil. Ha anrnuiickom si3pike phishing unraercs kak ¢umunr (ot fishing - ppibHas noBis,
password - mapoJis).

OcHoBHBIE COBETHI 10 00pbOe ¢ GPUIIUHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI mOJ03peBaemb, 4TO TBOSI aHKETa ObLIAa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBaTh €€ U COOOLIUTH aJMHHHCTpATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Ucnonb3yii 6e30macHpie BeO-CalThl, B TOM YHCJIEe, MHTEPHET-Mara3nHoOB U TOMCKOBBIX CHCTEM;

3. Hcnonw3yil ClIOXKHBIE W pasHbple Hapojiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAKOT, TO
3JI0YMBIIIJIEHHUKY TOJIYYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3JIOMaiM, TO HEOOXOIUMO TIPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBJICHBI Y T€OST B IPY3bSAX, O TOM, YTO T€OsI B3JIOMaJIM U, BO3MOXKHO, OT TBOErO HMEHHU OyJeT
pacchlIaThCsl CllaM M CChUIKHM Ha (DPUITUHTOBBIC CAUTHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOubHBIM TenedoH;
6. OTKJIFOYM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpeIBaii (haiisibl U Ipyrue BIOKEHUS B TUChMaX, 1a)Ke €CJIM OHU MPUIILTH OT TBOUX JIPY3€H.
Jlydiiie yTOYHH Y HUX, OTIIPABIISUIN JIU OHU TeO€ 3T (Paiiiibl.

un¢gposas penyrauus

Hudposas pemyrauus - 5T0 HEraTWBHAs WM MO3UTUBHAs MHQOpMAIKS B ceTH O Tebe.
Kommnpomerupytomas undopmanus, pa3MelieHHass B UHTEPHETE, MOKET CEepbhe3HbIM 00pazoM
OTpa3uThCs Ha TBOEU peanbHOM xu3HU. "LludpoBas penyranus" - 5TO TBOW UMHIK, KOTOPBIN
dbopmupyetcs u3 nHpopmMaluu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6BI, TBOC (1)I/IHaHCOBOe TIOJIOKCHHUC, 0COOCHHOCTH XapakTepa
" PpacCKa3bl O OJIM3KHUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue MmoJpoCTKH JIETKOMBICJIEHHO OTHOCSTCS K MyOIMKalMU JUYHOW MHGpOpMaluu B
WHTepHeTe, He MOHMMAas BO3MOXKHBIX TIOCIEACTBUN. ThI Jake HE CMOKEIb I0rafaTbCs O TOM, YTO
¢dororpadus, pasMmereHHas 5 JIeT Ha3all, cTaja NPUIMHOM OTKa3a NPUHATH TeOs Ha padoTy.

Kommenrapuu, pazmenienue TBoux Gortorpaduii u aApyrue AeHCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yAaIUIIb. Thl HEe 3Haelllb, KTO COXpaHWI 3Ty HH(POpMalKio, onaia



JM OHA B TOHWCKOBBIE CHCTEMBI M COXpAaHWIACh JIM OHA, a IJIABHOE: YTO MOJyMAalOT O Tede
OKPYKAIOIIKE JIFOJIU, KOTOPhIE HAWIYT W yBUIAT 3T0. Haiith mHpOpPMAIHIO MHOTO JIET CITYCTS
CMOKET JIF000H - KaK U3 JOOPhIX OOYKICHHIA, TAK ¥ C HAMEPEHUEM IPUYUHHUTH BPEd. ITO MOKET
OBITH KTO YTOJIHO.

OcHoBHbIE cOBeTHI IO 3aMTe HH(pPoBOI penmyTanum:

1. Ilogymaii, npexkie 4eM 4To-TO IyOJIMKOBATh U MepeaaBaTh y cedst B 0Jiore Win B COLUAIBHOMN
CeTH;

2. B nHactpoiikax mpouis ycTaHOBH OrpaHMYEHMs] Ha MPOCMOTP TBOEro MNpoduis U ero
COJIEP’)KUMOT0, CJIeNIail €ro TOJIbKO "ist ipy3ei";

3. He pa3memait 1 He yka3piBall MH(OpPMAINIO, KOTOpasi MOXKET KOTO-TMO0O OCKOPOJATH HIH
00MXaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJILHUKY - aKTUBHBIE MOJIH30BATENH IIU(PPOBOTO pocTpancTBa. OqHaKo
JaJIeK0 He BCE 3HAIOT, YTO TOJH30BaHUE MHOTHMH BO3MOXKHOCTSAMH ITU(PPOBOTO MHUpPa TpeOyeT
cOOJTI0/IEHUS TPaB Ha MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMun "HWHTeMIEKTyalbHasi COOCTBEHHOCTH' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0OBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIYyrH, W 3aKaHuuBas KHUTaMmH, ¢ororpapusiMu, KUHOQUIBMAMU H
MY3bIKAJIbHBIMH [TPOU3BEICHUSMM.

ABTOpCKHE IpaBa - 3TO MpaBa HA WHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS
HayKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B KAU€CTBE TapaHTUU TOTO, YTO
MHTEJJIEKTYaJbHBIH/TBOPUECKUI TPy aBTOpa He OyAeT HAlpacHbIM, JAacT €My CHpaBeIUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro TPyAa, MOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Hukro 6e3 pa3pernienust aBTopa He MOKET BOCIPOU3BOAUTD €r0 MIPOU3BEICHUE, PACTIPOCTPAHSATD,
nyOJIMYHO JAEMOHCTPUPOBATH, MpOJaBaTh, HWMIIOPTUPOBATH, IMYCKAaTh B IPOKAT, IMYOIUYHO
WCIIOJIHATH, IOKA3bIBATh/UCIIOIHATH B 3(upe Ui pazMemaTs B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 0OECIICYCHHS MOXKET IPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKHM TBOETr0 YCTPOWCTBa, TIJie
yCTaHOBJICHA HeleraibHas nporpamma. He cTouT taxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETalbHbBIE
1 OecriaTHbIE TPOrPaMMBbI, KOTOPHIE MOYKHO HAMTH B CETH.

O noprane

CetreBnuok.pd - TBOHM TIJIaBHBIA COBETUYMK B CETH. 31€Chb Thl MOXEIIb Y3HaTb O
0€30I1aCHOCTH B CETH IMOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHMH KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe IMPUHATh Yy4acTHE B KOHKypcaxX M CTaTh CaMbIM
U(POBBIM I'PaKIAHUHOM !



